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S6: 2527 JUBND-VX Tinh Bién, ngay 29 thang 5 nam 2024

V/v ting cudng dam bao an toan thong tin dbi
voi cac hé thong thong tin trén dia ban thi xa

Kinh gui:
- Phong, Ban, Nghanh, Poan thé;
- Cac don vi su nghiép truc thudc;
- UBND céc xa, phuong.

Can cu Cong dién s6 33/CH-TTg ngay 07 thang 4 nam 2024 cta Thu
tudng Chinh phu vé tang cuong bao dam an toan thong tin mang;

‘ Can ctr Cong vin s6 830/CAT-PA056 ngay 02/4/2024 cia Cong an tinh
v€ vi¢c tang cuong cong tdc dam bdo an ninh, an toan cac hé thong thong tin
trén dia ban tinh;

Can ctr Cong van sO 528/DUCSCATTTM ngay 11/4/2024 ctia D61 tng
clru sy ¢0 an toan thong tin mang vé viéc tang cuong bao dam an toan thong
tin mang do1 voi cac hé thong thong tin trén dia ban tinh;

Cin cir Cong van s6 620/DUCSCATTTM ngay 11/4/2024 cua Doi Gng
C}'ru su cO an toan thong tin mang vé vié€c ra soat dau hi¢u cua cac chién dich
tan cong co chu dich (APT);

Thyc hién Cong van qs(*) 650/UBND-KGVX ngay 21/5/2024 cua UBND
tinh An Giang vé viéc trién khai thyc hién Cong di¢n s6 33/CPDTTg ngay
7/4/2024 cua Thu tuéng Chinh phu.

Trudc tinh hinh tan cong mang, dac biét la ma doc téng tién
(ransomware) gia tdng va co thé dién bién phirc tap, gdy nguy co nghiém trong
cho phat tr1en kinh té - xa hoi, Uy ban nhéan dan thi xa Tinh Bién yéu cau trién
khai mot s6 nhiém vu cap thiét nhu sau:

1. Thi truwéng cic Phong, Ban, Nghanh, Poan thé; cac don vi sw
nghiép truc thugc; UBND cac xa, phwong:

a) Quan triét, phd bién, uu tién ngudn luc trién khai dam bao an toan
thong tin mang cho cac hé théng thong tin thudc tham quyén quan 1y & muc do
cao nhat, trén co s¢ thuc hién Quy ché Pam bao an toan, an ninh mang He
théng thong tin thudc Uy ban nhan dan thi x3 Tinh Bién theo Quyét dinh
2854/Qb-UBND ngay 12/5/2023 cua UBND thi xa Tinh Bién.

b) Truc tiép chi dao va phu trach cong tic bao dam an toan thong tin
mang; chiu trach nhiém trudc phap luat va Chu tich UBND thi x4 néu dé hé
thng thong tin thudc pham vi quan 1y khong bao dam an toan thong tin mang,
dé xay ra sy cd nghiém trong.



¢) Thuc hién ra soat, trinh S& Thong tin va Truyén thong phé duyét ho
so dé xut cap do an toan hé thong thong tin thudc pham vi quan 1y; thuc hién
va trién khai day du phuong an bao dam an toan thong tin theo hd so dé xuét
cép dd duoc phé duy¢t theo chi dao ctia Thu tudng Chinh phu tai Chi thi )
09/CT-TTg ngay 23 thang 02 nam 2024.

d) Kip thoi bao cao sy ¢6 vé Phong Van hoa va Thong tin (Co quan dau
moi tiép nhdn, xu Iy cdc su co an toan, an ninh mang o Thi xa).

e) Phé bién toan thé can bo, cong vién chuc, nguoi lao dong tai don vi
thuc hién ngay cac gidi phap:

- Thuong xuyén cap nhat cac ban va 16i hé diéu hanh, phan mém tir nha
cung cap dich vu; hé di€éu hanh luén bat ché d6 tuong Itra.

- Khuyén céo cai dit, st dung phian mém phong chdng mi doc
(AntiVirus) cho cdc may tinh, dién thoai di dong.

- Khong truy cap vao cac duong link la, khong rd ngudn goc dé tai vé
hinh anh, tng dung mang tinh giai tri (Vi du: cac app trén facebook chinh stra
hinh anh, xem béi mé tinh, 16 d¢, hen ho....tinh duyén). Déi véi thiét bi di dong
khong cai cac img dung ngoai Google Play (Android) va App Store (IOS
Apple).

- Pat mat khau cho tat ca wifi trong co quan don vi; khong ty y thay doi
cau trac mang LAN tai co quan don vi nhu tu y lap thém thiét bi mang(wifi,
repeater, switch, modem...) cap phat IP chdng chéo gitra cac thiét bi, IP wifi
cung 16p mang LAN gay mat an toan thong tin. Trude khi thay d6i hé théng
mang can tham khao ¥ kién chuyén mén.

- Khong cai dat cac phan mem tmg dung khong rd ngudn gbc, ra soat
khéng can thiét hay khong c6 nhu cau st dung thi g& bo.

- Cac du 11@}1 quan trong ctia co quan, don vi va cd nhan dugc sao luu
dinh ky. Nguyén tac sao luu dit liéu du phong: noi sao luu phai doc 1ap (khac)
vO1 noi luu trir hién hanh.

2. Giao Phong Vian héa va Thong tin:

- Chu tri, phéi hop Phong Tai chinh - Ké hoach b tri hang muc vé an
toan thong tin khi xay dung, trién khai ké hoach tng dung céng nghé thong tin
hang nam, giai doan 5 nam va cac dy 4n cong nghé thong tin; bao dam ty 18
kinh phi chi cho céc san phém, dich vu an toan thong tin mang dat tdi thiéu
10% téng kinh phi trién khai cac ké hoach, du 4an theo chi dao ctia Thu tudng
Chinh phu tai Chi thi s6 14/CT-TTg ngay 07 thang 6 nam 2019.

- Lam dau méi, to chirc thuc hién viée tiép nhan va xu Iy céc su cd vé an
toan thong tin ciia Hé thong thong tin Uy ban nhan déan thi xa. Tuy theo mirc
dd su co, phéi hop cac don vi lién quan hudng dan, Gmg ctru, xir 1y su cd an
toan thong tin.



- Bdo cao dﬁy da thong tin vé su cd, thiét hai va céac thong tin lién quan,
dong thoi tong keét, phan tich, danh gid, rat ra bai hoc va bao cdo vé Boi ting
ctru su cO an toan thong tin mang tinh.

- Hang Quy giri S¢ Thong tin va Truyen thong bdo cdo tinh hinh bado ddm
an toan thong tin mang ddi voi cac he thdng thong tin thuéc pham vi quan 1y
trude ngdy 20 cia thang cudi Quy.

Uy ban nhan dén thi xa Tinh Bién yéu cau Thu trudng cac co quan, dia
phuong thuc hién nghiém tic ndi dung Cong van nay. Trong qua trinh thuc
hién néu c6 khoé khin, vudng mic kip thoi bao cao vé UBND thi x4 (thong qua
Phong Vin héa va Thong tin) dé giai quyét, xtr 1y./.

Noi nhén: KT CHU TICH
- Nhur trén;

- S& Thong tin va Truyén thong (b/c)
- Luu: VT.
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